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—. ERERTRE AU

1. GDCA {5%%® SSL RS #HEF#E a7 (DL R fiFR “AHEHER” ) F 2R
i8IS openss] PP AR B HIR AN WHANRE SSL ik 55 %3 IE 5 B 2] Apache IR 55 4%

2. AREBIEEEH T linux &4 T Apache 2.2 A,

3. Apache %% 883 BHE A5 il BV SSL M5 SSL AP b B3, X3
EF: BUEAE TET DAL SEas U7 By, WA= R 2 adibn &, bk~
G te; 1T o FE 0 ST RS U7 B, 3 08 88 B 2 A Bibn s, (R RS R &35 4
4. KEBBIEHE testweb. 95105813, cn ME RGBT 22550 B, S2hril &
FEIE F P AR E s 44 T E

5. AT LM e 7 A B R 4% A B B 7E windows {8 OpenSSL T
HJ7 A B33 SRS

6. AEEIREIRALSHE M apache 2. 2 RS2 EH . WERERIRES B CHE
I apache JJR 45185 AT LAAKEEAE FH Ji ok 1) R 45 72 LRl B 58 BUIR 45 2R IE T3 11 22 34 1
B, TR EHAT 2R

7 AT LR IR E T 77 588 apache2. 2 FEANEE SR DA% IR A P B 4 B 1O 77 2%
7%

. %% apache 2.2

1. OpenSSL IfiE
i ¥4 248 5 7Y /) openss] A
2. PmIFZR L apache

%k apache

waget http://mirrors.cnnic.cn/apache//httpd/httpd-2.2.31.tar.gz

tar zxvf httpd-2.2.31.tar.gz
cd httpd-2.2.31

Hotk: UM RS 448 SR E A 23 B HIZ: 5100
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./configure ——prefix=/usr/local/apache ——enable—so --enable-ssl
——enable—mods—shared=al |

# enable—ssl ¥l ssl F&idk

make && make install

Apache ¥i# 22353 /usr/local /apache
=\ ERIEHER
1. &% OpenSSL TE

& T B ffF A Openssl L H KA & iE 515 K. T % OpenSSL:
http://slproweb. com/products/Win320penSSL. html % %% OpenSSL  #|
C:\OpenSSL

.
iS5 Setup - OpenSSL (32-bit) el

Select Destination Location
Where should Opens5L (32-bit) be installed?

, Setup will install OpenSsL (32-bit) into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

C:\OpenssL Browse...

At least 126.6 MB of free disk space is required.

[ < Back ][ Mext = ][ Cancel ]

0

252 5% C: \OpenSSL\bin H 3% FHJ openssl. cfg Ay 4 N openssl. enf

|%| nuron.dll 2015/7/9 19:21 REERTE
| openssl.cfg 2015/7/9 457 CFG i
7 openssl 2015/7/9 19:21 R

Hohk: NI ARK R 448 S KBS 23 7 HiBR: 5
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2. MRS FUEBFAH

24T HE N C:\OpenSSL\bin, AERGIETFARH . 7= A 1) FABH SO v L2
server. key IX ] B 1) i 44 B0 A4S FHERA T HERE A F L8848 T Xt AT dm 44 o
cd ¢:\OpenSSL\bin

FT BT E

set OPENSSL_CONF=openssl.cnf

72%%:

openssl genrsa —out server. key 2048
K

openssl genrsa —out D:\testweb. 95105813. cn. key 2048

Bl BEES: C\Windows\system32\cmd.exe

Microsoft Windows [ -.t 6.1.76611
HF" _ﬁ Cc)» 2089 Microsoft Corporation. -

C:xlsers~Administrator>cd c:*0penSSLibin
c:~OpenSSLibinXset OPENSSL_CONF=openssl.cnf
c = “0penSSLibintopenss] genrsa —out D:istestwebh. 25185813 .cn.key 20848

Loading ‘screen’ into random state — done
Generating RSA private key. 26848 hit long modulus

3. EMARSESFIEBIFER (CSR) X

5%
openssl req —new —key server. key —out certreq. csr
i)

openssl req —new —key D:\testweb. 95105813. cn. key —out D:\certreq. csr

Hodik: UM R RT S 448 SRR OKIESE 23 B8 H#k: 510030
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A IR DA $R AT S B E M R AR
set OPENSSL_CONF=openssl.cnf

c = “OpenS5Labhin?openss]l req —new —key D:itestweb.?51085813.cn.key —out D:icertreg.
e

MARNING: can’t open config file: ~usr~slocalrsszlsopenssl.cnf

Unable to load config info from ~susr~-localrsssl-openssl.cnf

c :~Open3SLabin

AT DG S E NS IR RAE B . S B

1. Country Name:

BUEPE FE X TS0 barfEARS, Ao ON, 3Gy US

2.5tate or Province Name:

BUE R prEAS / BIR X/ BRET, W) R4 8 Guangdong

3.Locality Name:

A AL PR /B /X, 4k 1l 17 Y Foshan

4. Organization Name:

B BAL/ LR/ b SR A BRI R B0 e A AR AT PR 2 W) B
Guangdong Certification Authority Co.,Ltd.

5.0rganizational Unit Name:

He FITARK, WHORSCHFREL Technical support

6. Common Name:

H: W4, W: testweb. 95105813. cno TEZMRANT, IS

7.Email Address:

B SRS DL S0 | RO VA /NP (BT Y S U

8. ‘extra’ attributes

MG BIHGREAT B3RS, &R B B B e AT 58

Hodik: UM R R EE 448 SERMGOKIESE 23 B8 HIBk: 510030
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g EES: C\Windows\system32\cmd.exe |£|E|é]

c =~ 0pen35Lsbhin>openss]l regq —new —key D:stestweb.?5185813 . cn.key —out D:scertreq.
csr

Loading ‘screen’ into random state — done

You are about to be asked to enter information that will bhe incorporated

into your certificate request.

llhat you are ahout to enter iz vhat is called a Distinguizhed Mame or a DM.
There are gquite a few fields but you can leave zome hlank

For some fields there will he a default value.

If you enter *_.", the field will he left hlank.

Country Hame €2 letter code> L[AUI:CH )
State or Province Hame <full namq) [Sume—State]:fh_
Locality Name Ceg. city> [1:-§#BLT

tion Mame (eg. company? [Internet Widgits Pty Ltd]:fL Eq%ihﬂfihﬂﬁ

Organizational Unit Mame <eg,. section) [1 E%ﬁ
Common Mame <e.g. server FQDN or YOUR name> [l:testwebh.gdca.com.cn
Email Address [1:

Flease enter the following ‘extra’ attributes
to he sent with your certificate request

A challenge password [1:

An optional company name [1:

c=“0pen3SLshin>

BREE 1. 6. 7. 8 T4h, 2-5 MG EIAEES (L aE R CHE . JF
PRI S I I A A ERZE 3] GDCA I A — 3, UARIIE SSLEFAE K .

4. RILEHIFK

HIEARAAE DRV SCME testweb. 95105813, cn. key, Hif & #l—4 LL_EEIA
PIAE )P ERIASEE L CUnANE ) FEALD, B 1k 2% o FEBAE B 1E SR S0 certreq. csr
A2 GDCA.

. ARSTIETHESE CA MEFH A MK

1. FRENARSSARIEB RIMRIEB A CA IEH

R 55 ARUE S 7 B2 AR ARUE AT CA RS, AR ORIE P AE R 4% T A s k. A
PR R o

Hodik: MR R EE 448 SRRMGOKIESE 23 B8 HI®R: 510030
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1.1 MHIEA4 R 3REL

FERESE R GDCA IR S5 A 15 IR S5, GDCA K 2= 75 38 [] 45 J45 1y R 4 v b
R 5% BSAIE A5 LL R ARAIE S GDCA_TrustAUTH_R5_ROOT. cer FIAHS Y CA iIF45 . fn 5
e 2 %15 (OV) SSLiE+: (Organization Validation SSL Certificate),
CA IEFmh f& SCE R & GDCA_TrustAUTH_R4_SSL_CA. cer; US4 Bif 248 15 1
Ak BV SSLAEP (Extended Validation SSL Certificate), CA iE4m 2 CiFuk
J&GDCA TrustAUTH R4 Extended Validation SSL CA. cer, A\ BTS2 FE 5
AR T EE CA R .

GDCA TrustAUTH R4 SSL CA. cer:
s ===
(B | s EREE |

HEFhRETE ()

[ GDCA TrustAUTH ES EOOT
GICA TrustAUTH R4 SSL CA

GDCA TrustAUTH R4 Extended Validation SSL CA. cer:

.EE:H;- L - u
(B | FmES | EHRE |
R E)

(5] GDCA TrustAUTH RS ROOT
EREA| GICA TrustAlTH B4 Extended Validation SSL Ch

1.2 \ GDCA EM LT #k:

http://www. gdca. com. cn/channel/001002002

Hohk: JUANTT AR 448 S KBS 23 1 HiFZR:
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SocA
| BPERS
0 wiEHm n FE ﬁﬁ'-?ﬁmm s
O LIRS ZPES®n
O TEAL

EMEMLE: EO-FERERES-EPER

. HEERERSTE T
» b | AAEREH
+ WENTETH i CRLF#:

0 ENlja)

FREPARIES :GDCA TrustAUTH_R5 ROOT. cer:

THARED

SHBEEANEPRESIE R EMA » FEAEEE T IR CMBIES RN SIZE A RS (T ReICAE R
RIRTAIED (T EERGIERAHRTES) -

1z |, 27 1 Eho [Fo/m—ml 1y 2 [T —0/Fn]

CAEER y ey g = b ik HxE CAFP T #:
poee S RETOT e o)
AT B SIS g i RS e o
FOOTCA_rsa z?gﬁgﬁgs 2?:?;2?123 ML RRRETR (RSA)
G L R T P
GDCh Root Ch 2?24;21;1 2334};&::2531 GOCh_Root_Ch. cer
Gncci ﬁu fa:::ginen = AN 202401712 onry Gnangdong Certificate Authority. cer
e 10:13:07 10:13:07
GICA TrR‘EED’Er"‘”TH = 2?;?‘;;%;25 zgg'f';éf;gl GDCA_TrustAUTH_ES_ROOT. cer
el e e N G
GDE"&::E::‘”JE = 2?,1{?‘;;535 233%5531 GDCA_TrustAUTH B4 Generic Ch. cer
OB B B o e
FREX CA YEH5:

W R RS UE T & & 1E (OV) SSLiE+: (Organization Validation SSL Certificate),

otk UM R RS 448 SRRMGKIESE 23 B 1B 51
Hi%. 8620—83487228  fEE: 8620—83486610
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T#; GDCA TrustAuTH R4 SSL CA. cer

GOCA TrustAUTH RS ROOT. cer

GICA TrustallTH R4 =51 CA. cer

GIOCA_TrustAUTH B4 Generic ChA. cer

GICA TrustAUTH R4 CodeSigning Ch. cer

1 B H A R PR S A EV SSL O iEP (Extended Validation SSL
Certificate), N F# GDCA TrustAUTH R4 Extended Validation SSL CA. cer

12 I, 8 11 Bz [Frsa—ml 1, 2 [T—0LFRR]

i #itasn .
C CAj
g EHE E T
GOCH
TrustAUTH R4
Extended Allt S el Gl GIOCHA_Tru=tAUTH_ R4 _Extended Walidation_SSL ChA. cer
. - 17:45: 25 0o o000 = - = - - =
¥alidation
ZEL CA

1.3 BB gmig

MBI RIS 43 76 B S e Based Sttt BLRE-H3 90
FIFESS:

I e =

O iEEAEE | iEHEE |

a EBES

E-TUEBMEMNT -
 (RILRE H ENRIS S -
= R AR B IR IS 5 (1
= WA REI A
* PR E R T BT iR =

fEUSES:  GDCA Trus+tAUTH ES EOOT
SR PS:  GDCA TrustAUTH ES EROOT

HHA M, 04 11 2z zo40f 12 31

ik i &)

THHEERIFRER

e
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e ERSS R ES D

[ e |
g || FEEE | iEpesis
T (< -
FER =1 i
B V3 |
B2 7409 9T fo £0 47 ea Ta |
[EEZ=e3 shaPSERSA e
[Ef2= e sha?58
s GICA TrustAUTH ES ROOT, ...
|| (Bl 2014&E 11 H28H 13:13:15
B 20401z A31H 23:59:59 -

FEEM E). | EREEEEC. .

TSRS AR
| BE
FIEBSHR TR, KIE P YDk Base64 Fiht
EBSHES . =X

I:I

WilERIEFBST RS
N 5
Ve % 1|E =7 §' %%%T‘ﬁ#ﬁﬁ% « IERIEERIE

S pmmERE

EIFTRUE

it « T—5" s

CF—E®|[F—Fm > [ mE ]
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| Essums . . o o e

St
AL AT R R S -

AEEERRE:
() DER YmES "3 x. 500 ( CER) (@)
@ Fazefd Bt ¥ SHST TER (51
. OB RS E - TS & “PTE) (C)
INFRETHE: MIFHEEIHEIEHBREAE RIS @
- A{EEZEdh - PECS #12 ( PR (E)
INFRETHE: MIFHEE B HBREAE RIS D
INRZHRET WERFEE &
ST EEME W
Microsoft FEESIELERTERE (. SST) (DD

TR R ENFMRER

K E—$@®|F—%mw > [ ma |

- - ——

S BT E H R

[rEssms . <)

ESHha
EEESLRI R

FEn
D: %GOCA_TrustaUTH RS ROOT. cer LT (R

KE—fw|F—%£mw> [ BE |

Ak Base64 gmidjn, HYmigastIHF, wT UG 2S04 N % A& PL-----BEGIN
CERTIFICATE-----Ff3k, ----- END CERTIFICATE-----45 & . LLEFE o CA iE
i #4 f5 Base64 4w

Hohb: NI AXR I 448 S KBS 23 7 HildE: 5
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i 6nowDQYJKoZIThvcNAQELBQAWY JELMAKGAIUE
BhMCQO04xMjAwWBgNVBAcMKUdVQUSHIERPTkcgQUVSVELGSUNBVEUgQVVUSESSSVRE
IENPLixMVEQUMRSWHQYDVQQDDBZHRENBIFRydXNOQVVUSCBSNSBSTOSUMB4XDTED
MTEyNjAIMTMxNVoXDTQWMTIzMTEINTk1O0VowY JELMAKGATIUEBhMCQO4xMjAwWBgNV
BAOMKUAVQUSHIERPTkcgQOVSVELIGSUNBVEUgQVVUSESSSVRZIENPLIXMVEQUMRSwW
HQYDVQODDBZHRENBIFRydXNOQVVUSCBESNSBSTOSUMIICIjANBgkghkiGO9wOBAQEF
AAOCAgEAMITICCgKCAgGEAZaMWBMhOdHeb7zMNOWZ+VEyl1YTI92hhJCEVZmPolCT7XJ]
DpeL3TQsAlFRWXNIOWVSEYyfFrs0ywbehGXTjGogocuEVe6ghWinI9tsJ1KCvLriXB]j
TnnEt1lu90l12x8kECK62p0gPsaQrsXzr]/e+tAPKO0mxgriCZTVgKChh/ rNYmDf 1+u
KU49tm7srsHwd5uud /Ts765/94Y%nrrpftaZTgfr1YwiOXnhLQiPzLyRuEH3FME]
gqcOtmkVEsTLXIM3GKeJQEKScy4KOFxg2fZ2fmi JgwTTQJI9Cy S WmYgsBebnh52nUpm
MUHfP/vFBu8btn4aRjb372GM74zkYT+dndRTVdVeSN72+ahsmUPT2JgaQxXABZG12
ZuGR224HWGGALrIuL4xwp9ETPLOR5G62xDtwBmyS1wnNR3I0YwPOTng /Wib4Ht1loP
zgsMR6f1Pri9fcebNaBhl zpBdREMKSZ3KpThHtmVdi BnaM8Nvd,/WHwlqmulMc3Gk
L30SgLdTMEZeS1SZ2D2fJpcjyIMGCTJIJOR38IC+x070e0gmu?lZ2JIQDSri3nDxGGeC
jGHeuLzRL5z7DSArTRt2ueQ5VEij4oR24qoAATIINnsn8 JulwwoC8NI9VKe jveSswol
HQBUlwbhgsQfZxw9cZX08bV1X5021jelAUS8VSE6Bx9hoh4 9pwBiFYFIeFd3mggnkC
AWEARaNCMEAWHQYDVROOBBYEFOLJQJ9NzuiaoXzPDj91xSmIahlRMASGAI1UdEWEB
/WQFMAMBAf 8wDgYDVROPAQH/BAQDAGGGMAOGCSgGSIb3DQERCWUARATCAQDRSVEY
pP8xoWLOBDysZzY2wYUWsEel jUGn4H3++Fo/9nesLgjJHdtInJO29fDMylyrHBRY Zm
DRA9FBUb1OvIHSr2XpdptxolpAqzkT9fNgyL7FeoPueBihhXOYVOGkKLH6VsTX4 /5
COmSdTI31R9KrOSh7eGZONN356ZLpBNT7 9SWPEbfsUcZNnLOdKt 7n/HipzcEYwvlry
L3ml4Y0OM2fmyYzeMNZWFcGpcWwlyual jPLHA+PwyvzeG5LuCmCd+uh8W4XARSgPE
JWIyJyYYMoSE/wR6ETqaTfRPUBRWIrHEKSDOKcFwIOC+dE/KQHtZa37dG/0aG+svyg
THZ6ugbLSXzeYgWxi+7egmaKT jowHz+Ay60nugxel 9CxVsp3cbKldaFQqUBDF8TIo
2c95i1vIY9RCPgAzekYu9wogRIR+ak8x8YF+QOnQ47ZXMn7sZ8ul 7XpTrXmKGecjBBV
09tL7ECQ8s1uVeJiDnxXk7Gnbc2dg7sg5+W203FYrf3RRbxake5TFW/TRQ1 1brgQ
XR4EzzffHghmsYzmIGrv/EhOdJhCrylvLmrH+33RZJE1izIYAfmaDDELOVTSSwxrg
T8p+ck0LcIymSLumoRT2+1hEmRSugguTaalpJUglyyvdimYHFngVV3Eb7PVHhPOe

| %mwwmb%hpcm -

%18 1.3 DIK GDCA iR [9] 25 18 i AR 25 #3E 15 U testweb.95105813.cn.cer
4N Base64 Zlil, FRARAEN ort #3344 testweb.95105813.cn.crt.

[ B testweb. 95105813, cn Eft X

BO |me | wmizs | e |

Itestweb. 95105813, en

A

MR TEaEd (ert)
IRA=: = MEINETE ... |

i C:%Apache? Zhconf

W —AN AR, B CA EBAMIER AR SR, KSR N
gdca-cert-chain.crt. S BLUE T ORAFINT /& CA UEF-HRIE S

Hotk: UM RS 448 S K E A 23 B8 HlGE: 51003
HiE: 8620—83487228  f£H: 8620—83486610
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B testweb. 95105813, o, crtid [5 gdea-cert-chain ert B
3 BRMCQO4xM3AwBgNVE Ao MEUAVQUSHIERP Tke gQOVSVE LGS UNEVE IgQVVISESSSVRE
4 IENPLixMVEQuMRSWHQYDVQODDEZHRENEIFRydENOQVVISCESNSESTOSUNE4XDTED
5 MTEyNjASNDUYNVoXDTHwNTIzMDEZNDAuNFoweDELMAKGALTEBRNCOO4x M AwBgHY
& BAOMEUAVQUSHIERPThogQOVSVE LGSUNEVEUGQVVISESSSVRE IENPL ix IVEQUIT Uy
7
g
9

Mu¥DVOODDCxHRENEIF Ryd NOOVV USCESNCEFeHR 1B L ZCBUY Wx p ZGF 0aWouIFNT

TCEDQTCCASIWD OV IEoZ ThveNAQEBEQADgYEPADCCAQO CayEE AN A1 Hmnar2hiKZ0

adthke IyOrulor QZx779CYIVq7RkUDw4nPAdiTEE1k/ xkIJJuwisxeJCmrCuMzrls
10 J17LwiwOIWerDESSOKIR6VoP3IZkKVHLigD TnempIUZZEvijo6gP/ NCEmaYohbOsoH
11  TAOSYES5ScA9qsMpDoofs/ Az VEAVIEEmMTEhdx 1EOXmGUp I FviNEAtEznScaukomyi
12 MzMMyul9iDgaGTolgSoFdSauREnbiklExvgkdodjgows Q2 wemlchh Gy USQGAY, +
13 o/ wopiGvmeL+pTh7bgTTax I9HImr £hESScNE+cEFESkEWTE/ OFPpEd4 1IRHHUTLKE
14 Z29ieC4ECAVE A AaOC AESwagF THIGFEggr EgEFEQeBAQRSMHe wlg ¥ IKwYEEQUHMAEG
15 MwhOdHALGLy93d3cuZiRiTa5ib20uV2 4v¥2VydCIHRENBE1 Ryd NOOVVTSFISNVOS
16 TO9ULmRlejAxEggrEBgEFEQowAYY laHRO0cDovlididyonZ G hLnllvh35ihioUenVe ) Lo
17  dEFVVEgvbiNzcDAdBgNVHO4EFgQUHmr g3 vivvE i ThMEGPOtsZGDoc40EWDwYDVROT ~ CA'E _'J
18 AQH/BAUWAWEER/ zAfEgNVHIMEGDAWgBTiyUCETe7omgFSzwd/ ZeTpiG
19  HSAEQTA/MDOGCigEHIbvLwEBBgEwLzAtBggrBgEFEQoCARYhaHROcDovLididySn
20 EGNhLmMNvb353ibigjcHMvEEYCY3BeMEYGAIUdHwD/ MDOwO6AS0De GNWhOAHLEL YIS
21 d3cuZZRjY¥35ibi0u¥Z4vi3JsLOdEQOFEfVHI1c3REVVRIEITI1IZ1JPTIOUYI IsMA4G
Z2 A1UADWEE/ wQEAWIBh] ANEgkahkiGOwOBAQsFAAOCAYE AT4+QTFR1oac 6P 1 Jr KmSSL
23 gIdCEvkybRELfALI+0TnDTONNMiapntmZeuSLHhbZBloyetddz10MNSiJyT+ke JIHY
24  mlM3opIt3IuTWELJobyDEYD+doediH7gLepONl 1bDVEREPVCHNRTVHVOTEved0Es
25 ESBisBTAKV/MPoltFWEDWEZNVEIHItEGSO0zONEI+sFOEKOoQuwzEBh=3vG1lTpeMdyY
26  Hpu7z7xdZdYhONTS Iub+iPhdvVMshILEohe JEEyEpWEyWr+LSdEOmdaZ z3ku/ Vim
27 EZQyDENrHEfUmZ hH/XhC6TINMAS/ 0eW99T/ yic/ TNiCp ImgHkOXENe ZeqKZ HPEE 39
28  oMGOgS/KMT433vTpivi IZE3tNnD+nrLe348logE/ ZE2gyGGhTFHknt LC2DE]/ ipmih
22 4CJt/dxAX0DH/ Z/rvhGVeiR3IzAXalbZlc IS+AhTWcwIrzJC1kI6gUZdeUCkjosH
30 AVETIiveEWxpK7aElkIpdmL7foEnlUiTsIEnzV6HSYETONKE FES*DIDgrinlS6 7gb IR
31 EAYOnEc/MVoisphe¥YREsVoiKViD1iDehl/gGQ080nCwsxj?gUTewVigON3h/ HE/ +2
32 W8fh7J1cS5YfhisSzUWLOGEE AomWoscOBalKHxVR+1yVEn/ vxGYpKdat A+7vRo 3G
33 bIVRLCZEmMVBCWTAOBCS E2GxM=

T
3 — MRIEF
] — BEGIN CERTIFICATE-———— ("/
37 MIIFiDCCAICgAwIBAgI I£0mE/vEHEnowDQYIKoZ IhveNAQELEQLWYIELMAKGALITE

35  BhMCQO4xMiAwBEgNVELoMEUAVQUSHIERP ThegQOVSVE LGEUNEVEUgOVVISESSSIVRE
3% IENPLixMVECuUMREwHOYDVOODDEZHRENEIFRyAXNOOVVUICEINIESTOSUNE4EDTED
40 MTERNIAIMTMxNVoXDTOWMTIZMTE INTk1OVowYJELMAKGALIUEBhMCOO4x M LwEoliv
41 BLoMEUdVQUSHIERF TkegQOVSVE LGSUNEVEUgQWVUIESSSVREIENFPLixMVEQUNRSY
42 HQYDVOQDDEZHRENEIFRydXNOOWVVUSCEINIESTOSUNIICIIANEgkghkiGEwDEAQEF
43 RAOCAgSAMIICCgHECAgEAZaMUSMhOdHeh 7 eMNOwE+VEv1VISEhhICEVEMPOIC7XET]

fiv BRERFGFES

{771 apache %% H 3T conf H3:H ) httpd. conf SCF, -

vi /usr/local/apache/conf/httpd. conf

FRE LT PRI AT R

# LoadModule ssl module modules/mod ssl. so

#Include conf/extra/httpd—ssl. conf

RAFIR

T apache ZHHF T conf/extra HETH httpd ssl. conf XAfgmtE
Apache2. 2/conf/extra/ H % F B httpd-ssl. conf X 4, ¥ ” ServerName
www. example. com:443” MUREHI FEHLIRAZ: U

Hotk: UM AR KPS 448 SR KE S 23 B8 Hilgs: 510030
Hi%: 8620—83487228  f:HE: 8620—83486610 %)k


http://www.example.com:443/

“ I REHFIEBIATEGIL GDCA f5% 5® SSL R4 52l 12 5

m GUANG DONG CERTIFICATE AUTHORITY FOI’ ApaChe'Z.Z'IinUX
##
## 23L Virtual Host Context
##

<VirtualHozst _default_:E43}

# General setup for the wirtual host
DocumentR r "
ServerName testweb.95105815.cn: 443

Gerverddmin youlbexanple. com

ErrorLog "/usrilocal/fapache/logsi/error_log™
Transferlog "/usrslocal fapache/logssaccess_log”

# 35L Engine 3witch:
# Enahle/Dizahle 35L for this wirtual host.

FaraT

»

2] SSLCertificateFile F1 SSLCertificateKeyFile X PHECE I, ¥
testweb. 95105813. cn. crt 1 tetweb. 95105813.cn. key K& #WE B %%
gdca—cert—chain. crt 34 FAER1Z H F(GX B /& /usr/local /apache/conf) | :

# require an ECC certificate which can also be configured in
# parallel.
3%LCertificateFile "/usr/local/apache/conf/testweb, 95105513, cn.crt”™
#353LCertificateFile "/usr/local/apache/conffacrver—doaore™
#55LCertificateFile "fusr/local fapache/conf/server-ecc.crt”

Server Private Eey:

If the key is not combined with the certificate, use this
directive to point at the key file. Eeep in nind that if

you'we both a B34 and a D34 private key you can configqure

both in parallel (to also allow the use of DSA ciphers, eto.)

# ECC kevs, when in use, can also bhe configared 1m parallel
ShLCertificateKeyFile "/fusr/local fapache /confl/testweb,. 951055135, cr.key™
#55LCertificateleyFile "/usr/local fapache/confiserver—desakey™
#33LCertificatekeyFile "/usr/local fapache/conf/server-ecc.key™

ENE CEE R R

# Jerwver Certificate Chain:

# Point 35LCertificareChainFile at a file containhihg the

# concatenation of PEM encoded Ci certificates which form the
# certificate chain for the server certificate. Alternatively
# the referenced file can be the same as 55LCertificateFile

# when the CA certificates are directly appended to the serwver
# certificate for convenience.
3%LCertificatelfhainFile "/usr/localfapache/cont gdca—cert—chainlcrt”

# Certificate huthority (Ch):
—— THSFRT --

PRAFIBH, FFE S Apache, it https J Qv M AT 2, RGEE SUE TS
() 22 2l

N BARE

FER RS FHE T ) 2 SRCE G, 1555 L &I R IR %S 2 e 15, &t
Gl A5 18 I 20 1 A -

Hotk: UM RS 448 SR E A 23 B Hi4s: 51003
Hi%: 8620—83487228  f:HE: 8620—83486610 %)k




“ I REHFIEBIATEGIL GDCA f5% 5® SSL R4 52l 12 5
m GUANG DONG CERTIFICATE AUTHORITY For ApaChe-2.2-|inUX

1. B REHIED

%03 IR 55 25 40F 5 FA £ SC testweb. 95105813. cn. key , IR 5% #% UF 45 3 4
testweb. 95105813. cn. crt, PLAARSSAHIEP4E S gdca—cert—chain. crt BIA]
SE RS AL T ) & B A

2. EREH[BIEH
BIETE “ T IR SAER WA SE R B
. iEPRRAE

FS BE P SRR B T R HI A IE PR &0 30, 1B R GDCA (E R
ek 95105813) JpER AN IpNLSS, BB KRS AET

Hohk: JOANTT AR 448 S KBS 23 % HildE: 51
Hif: 8620—83487228  fLH: 8620—83486610 4%




