GDCA

[ HREBAEFAEF O

GDCA 5% 5® SSL iR5%3

HE T E e

For Apache 2.4 linux iR

2015/11/23



“ P — GDCA {5% 5® SSL 52 5202 45

=i GUANG DONG CERTIFICATE AUTHORITY For Apache-2.4-linux
H3x

e BRI 2
T BB ApAChe 2.4 L 2
Loopenssl R, 2

R b N - 2

3. GRIFZCEE apache. ... 3
AR R 3
L. 223 0penSSL T oottt et e 3

2. AR B A 4

3. ARG BETIE R (CSR) SCIF oo 5

4 R R 7

DU RS U B N e e 7
1. SRBURSBAEPHRIER A CAIET .o 7

LT MBEEFRZREL .o e 7

L2 NGDCA BT L R 8R: o 8

L3 b gt . 10

2. ST CAE BRI S BET .o 13

B R A e . 14
AN B R A 15
J T 15

2. R RS B . 15

R 7 P 15

Hohb: ORI 448 S KB S 23 % HiEER: 5
HLif: 8620—83487228  fLH: 8620—83486610 %




“ P GDCA {5% 5® SSL 52 5202 45

mmmmmmm GUANG DONG CERTIFICATE AUTHORITY - o
GDCA For Apache-2.4-linux

—. ERERTREHIUEA

1. GDCA 5% 5® SSL IR%5 #E15i0 B (LR AR “AfET8r 7 ) FERR
i8IS openss1 PP AR B HIR AN WHANRE SSL ik 55 %3 IE 5 #8321 Apache k5545

2. AREBIGHEIEH T linux 2% T Apache 2.4 A,

3. Apache IR45 2% BE(E Mk BV SSL A5 SSLAEH /LR —5, X7l
fEF: AUETE IET DL RNEAR U il i, S Maa8 2 BoR L ABibnE, Hihb i 2 g
gpth; TMiJE & fER TR, WA RoR g ASibRE, (HHhE A A AR Akt
4. KEBBIEHE testweb. 95105813, cn MENFEGIBET 2255 A0 B, Sepril &
PR FH P AR 1E 23844 34T T B

5. AT LME e 7 A B R 4% A B R 7E windows {8 OpenSSL T
H 7 A BRI 1318 SRS

6. AHEIREIRALSHE M apache 2. 4 A EH . WERERI RS B CHE
I apache JJR 45185 AT LAAKSEAE FH Ji ok 1) R 45 72 LRl B 58 BUIR 55 2R IE T3 11 22 341
B, TR EHAT 2R

74T AR A T REFE apache2. 4 FF BRI AR B 5 R 10T R
7H

. I apache 2.4

1.openss| 8%

i ¥4 248 5 7Y /) openss] AR

2. BRERBIFE

N#k apr-1.5.2
wget http://mirrors.cnnic.cn/apache//apr/apr-1.5.2.tar.gz

7 apr-1.5. 2

tar zxvf apr-1.5.2.tar.gz

Hotk: UM RS 448 S K E S 23 B HI2k: 5100
Hif: 8620—83487228 fe¥: 8620—83486610 %5/
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cd apr-1.5.2
Jconfigure --prefix=/usr/local/apr

make &&make install

N# apr-util-1.5.4

wget http://mirrors.hust.edu.cn/apache//apr/apr-util-1.5.4.tar.qgz

274 apr-util-1.5. 4
tar zxvf apr-util-1.5.4.tar.gz
cd apr-util-1.5.4

Jconfigure --prefix=/usr/local/apr-util --with-apr=/usr/local/apr

3. YmiFR%E apache

N #k apache
wget http://mirrors.cnnic.cn/apache//httpd/httpd-2.4.17.tar.gz

27235 apache

tar zxvf httpd-2.4.17 .tar.gz

cd httpd-2.4.17

Jconfigure --prefix=/usr/local/apache24 --with-apr=/usr/local/apr
--with-apr-util=/usr/local/apr-util --enable-so --enable-ssl --enable-modules=most

# enable-ssl ¥nhN ssl kR

make && make install

Apache ¥4 23581 /usr/local /apache
=. ERERER

1. % OpenSSL TH

7% B A K Openssl L H RG] &UE B 1K T # OpenSSL :
http://slproweb. com/products/Win320penSSL. html % %%  OpenSSL  ZI|

Hotk: UM AR 448 Skt KE S 23 £ Hi3E: 510
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C:\OpenSSL

’
i Setup - OpenSSL (32-bit) = -

Select Destination Location
Where should OpenssL (32-hit) be installed?

) Setup will install OpenssL (32-bit) into the following folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

C:\Openssl Browse. ..

At least 126.6 MB of free disk space is required.

[ < Back ][ Mext = ][ Cancel ]

b

T2 JG5¥ C: \OpenSSL\bin H 3% FHJ openssl. cfg Ay 4 N openssl. enf

%] nuron.dll 2015/7/9 19:21 AR B
|| openssl.cfg 2015/7/9 457 CFG 32i4
® openssl 2015/7/9 19:21 =3 =i

2. IR SERTAH

i AT HEN C:\OpenSSLAbin, &G AT 7 42 (R 91 SC 1R T BL 2
server. key TXHF ] L) A 44 B (8 F BRATIHERE 1008 WL A% 7 gt AT A 44

cd c¢:\OpenSSL\bin

TR EEAL

set OPENSSL CONF=openssl. cnf

2%

openssl genrsa —out server. key 2048

(7F

openssl genrsa —out D:\testweb.95105813. cn. key 2048

Hohb: ORI 448 S KB S 23 % Hi¥R: 5
Hi%: 8620—83487228  f:EL: 8620—83486610




“ P — GDCA (2% 5® SSL J 2 £ 1

mmmmm GUANG DONG CERTIFICATE AUTHORITY - h
GDCA For Apache-2.4-linux

B EES: C\Windows\system32\cmd.exe

Microsoft Windows LR 6.1.76811
hf

C=slzsers Administrator>cd c:~0pens3SL-hin
c:~0penS3SLsbiniset OPENSSL_CONF=openssl.cnf
c:~0penS3SLsbintopenss]l genrsa —out D:istestweb. 25185813 .cn.key 2048

Loading ‘screen’ into random state — done
Generating RSA private key. 26048 bhit long moduluns

3. ERARSEFIEBIFER (CSR) X

72%;—%‘:

openssl req —new —key server. key —out certreq. csr

i -

openssl req —new —key D:\testweb. 95105813. cn. key —out D:\certreq. csr

WL DL MR IR e B A
set OPENSSL CONF=openssl. cnf

c s ~OpenSSLabhin>openss]l req —new —key D:stestweb. 951085813 .cn.key —out D:certreg.

: can't open config file: susr/localrssslrsopenssl.cnf

Unable to load config info from Asusr-/localrssslropenssl.cnf

c = “OpenSSLabin2

HUT RS BRSO (5 B U5
1. Country Name:

FUEPTEE I 1S0 brEACS, i E Dy N, SEEDY US

N

2.State or Province Name:

SRS/ BIR X/ BRET, W) R4 B Guangdong

N

3.Locality Name:

Hutik: JOHITA R 448 SRR S 23 B 1Hi%: 510030
FHii%: 8620—83487228  fkH: 862083486610 %5/ iSs G
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A RAL e /B /X, @k il 7B Foshan

4. Organization Name:

SRR/ WL/ AN VAR AR, AT AR AR AIE 0 IR A 7] B

Guangdong Certification Authority Co., Ltd.

5.Organizational Unit Name:

H: A, AR FE Technical support

6. Common Name:

B4, f: testweb. 95105813, cn. fEZ MK, HEIRA
7.Email Address:

SIS, AN, $% R kit

8. ‘extra’ attributes

MEBFENHAFTEZRE, B R B R A HIT 8.
-

Bl EES: C\Windows\system32\cmd.exe | =N X

c=“0penS8Lsbhin>openss]l req —new —key Distestweh.?5185813.cn.key —out D:i“certreq.
csr

Loading ’screen’ into random state — done

¥You are about to be asked to enter information that will he incorporated

into your certificate request.

What you are about to enter is vhat is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some blank

For zome fields there will he a default value.

If you enter *.’,. the field will bhe left hlank.

Country Mame <2 letter code> [AUI1:CH
State or Province Mame <full name?> [Some—Statel: FLJ_
Locality Mame Ceg, city> [1:{3H

Olganl ation Name {(eg, company? [Internet Widgits Pty Ltd]:fLﬁ

Olganluatlnnal Unit Mame (eyg, section> [1:
Common Mame Ce.g. server FQDH or YOUR namel [] teétueh gdca.com.cn
Email Addressz [1:

Please enter the following ‘extra’ attributes
to he sent with your certificate regquest

A challenge password [1:

An optional company name [1:

c:=\0penSSL~hin>

BREE 1. 64 7. 8 Wik, 2-5 MG RIESIHES — M CEE A . Hf

1ﬁ%au»

ik
1

U5 FI AT A N AR E] GDCA BTN A —2L, PALRIE SSLAE T HIZE K o

JoM T AR S 448 SRR E SR 23 2 H®BR: 510030
8620—83487228 ftH: 8620—83486610 #& /15 Gt
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4. BIZIEBIER

TEIEARAAE BV SCE testweb. 95105813, cn. key, B if & #l—4y LA FEIA
PRI BRI ECAnARE B M), B 1k F 5 o FRBIE i SR 3 certreq. csr
A4 GDCA.

M. ARSFSAHEFHIFA

1. FREUBR S5 SER HIRIEB A CA IEH

IR 55 A UE A5 7 B 2 R ARAEAS AT CA IEHS, BAA DRAEAS £ 3] v o o At k.
P TT SR

1.1 MAHRA4 A 3REL

TERETE LT GDCA RS #31E TR f5 , GDCA < 75 3R [m] 25 18 oy BB A2 A
RS BSAE TS LA ARAIE TS GDCA TrustAUTH R5 ROOT. cer FHAHf) CA iEF5. U5
1 B35 1 & 15 (OV) SSLEF5 (Organization Validation SSL Certificate),
CA HFF /& S5t /& GDCA TrustAUTH R4 SSL CA. cer; S48 Fii 2 E (5 4
AV EV SSLiEF5 (Extended Validation SSL Certificate), CAiEJh&tE CHEmt
& GDCA TrustAUTH R4 Extended Validation SSL CA. cer, i&HfiiA ITU B HIIE+H
AR TR ELR) CAUEF .

GDCA TrustAUTH R4 SSL CA. cer:

8 =)
EH | FmEs | PG

HEFhRETE ()

) GDCA TrustAUTH RS ROOT
GOCA TrustAUTH R4 SSL CA

Hohib: JTINT RN % 448 SR K E S 23 7% HZE: 51
Hif: 8620—83487228 1L H. 8620—83486610 %%
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GDCA TrustAUTH R4 Extended Validation SSL CA. cer:

hEEE! . . - . u!gg!j
(B | EEEs | TEHEE |
EHEE®)

(5l GICA TrustAUTH RS ROOT
EREA| GICA TrustAlTH B4 Extended Validation SSL Ch

1.2 M\ GDCA EM ETF#:

http://www. gdca. com. cn/channel/001002002

| ®PES 3
0 ikt I SE B
O LIRS — EPESY®
O T#EHL o il =
S R E SRR
. HEEREFHTE e ——
il | AAEBER
. WEHTATH -
0 Hmiag
0 BruE
0 mHFS
O ik
O JEHET

........................

FRBURIESS: GDCA TrustAUTH R5 ROOT. cer:

Hohb: AT AR 448 S KBS 23 1% 8-
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ARG

ARIEEATEDRAFE R ER  FEAMGE THATRCMES, RS E A R T HICAR S
FIRTEIES (THENEERTAHTESR) -

1zIm, %r 1 B [Bam—ml 1, 2 [T—OFn]

CAi¥R F (Y SRR [ #1 LB iE CAWE P T3
N S vy P
AN W0 A AR
o SEED ESED e oo o
TN RIS WISy AR
GDCA Root CA 2?2222;1 zggfaé%él GICA_Root Ch. cer
Gncci'&ufaﬁ:gin;g EDD%_D%_IZ ZDZ%_D?_IZ GOCA_Guangdong Certificate Authority. cer
hathority 10:13:07 10:13:07
R R
ey TSrS‘}fT:‘l”TH li 2?,},22;35 zgg?aé%gl GDCA_TrustAUTH E4_SSL CA. cer
GD”E}ET:;E::‘L::T R 2?,},:;?535 zgg?aé%gl GOCA_TrustAUTH R4 Generic CA. cer
ENEA B B e e
FREX CA {E+5:

T SRR HE BAE B2 B4 (0V) SSL iFEF (Organization Validation SSL
Certificate), F#t GDCA TrustAuTH R4 SSL CA.cer

GOCA TrustAUTH_RS_ROOT. cer

GOCA TrustAUTH Ed 551 CA. cer

GOCA TrustAUTH R4 Generic Ch. cer

GICA TrustAUTH B4 Codefigznaing Ch cer

I R A AE P fES Mk BV SSL iE+H (Extended Validation SSL
Certificate), N F#Z GDCA TrustAUTH R4 Extended Validation SSL CA.cer

12 I, 8T 1 Bl [Bofg—m] 1, 2 [—rf=m]
fefasr #ikase :
CaigtR ] i CaF 3R
GICA
TrosthTH B4 oy 11-06  onao-1z-31

Exi.:endn.ad 1745 95 000 - 0o GOCA_ TrustAUTH_ R4 Extended ¥Walidation SSL CA. cer
¥alidation

S5L Ch

Hotk: UM RS 448 S K E S 23 B HISk: 5100
Hiif: 8620—83487228  fLE.: 8620—83486610 EF‘H
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MBI BRAIE TS R B 0N Base64 Hif . DIRIEF .

FTHIE:

fnesep s e s "

[z

=5

B ipgEEs | iErae

- EBEE

EMEBMEMNT

< RESE i ENAS

* [T HEALERREmS {7
* IR R B RS

* P TR T R

| »

fikts:  GICA TrustAUTH BS ROOT
flidkE:  GOCA TrustAUTH BS ROOT

HNHAMN 2014 117 2 B

AR @)
TRIEERHEES

2040/ 128 31

HRE
[ e S5
4 || HEER RS
s =
=i B i
[ b va |
|| EEsE 7409 97 fe £0 47 ea Ta 3
MRIE Sz shaPSERSA o
||| [ =EmssEs shaZ56
|| | ik GDCA TrustAUTH BS ROOT, ...
I =] &R 2014411 F260 13:13:15
: =)= 04012 F31H 23:59:50 -
|
HEEN E). . | [EHERTEE T, .
TR EEAEE{EE
fRSE
|

Hohb: ORI 448 S KB S 23 % HlgE: 5
Hii%: 8620—83487228

£ H. 8620—83486610
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FUEPBSHATE, BEHwIE R Base64 gafidig =
EFHsHRs . O

RREMAIERSTHRS

%H*T%%'E%Egﬁﬁﬁ IEREERIFE

B “T—i5" ko

<E—Fm|[F—Fm > [ BE |

| Esstns o . o o e

BiriHEst
B AT AT R ST -

FEEERRET
() DER RS —3b$] ¥ 5090 CER) (D)
@ Basebd Haid W 509 ( CER) (51

B PTE) (L)
QD%‘JE HIJ@EE%E%R%@FPE’JFE’%E% i
- AERZH - FECS #12 ( FFX) (F)
UNSROTRE . MIEHEEEIE R 1E P RIFFEIET )
MR SR, HHERELEA &)
SHETET EEH W
Microsoft FEB{EIERTEE ( 55T) (T)

TR T ANEAER

KE—$®|F—%w> [ mE |

- z = = —

TR E H R

Hohb: ORI 448 S KBS 23 5 Hildw: 5
HLif: 8620—83487228  fLH: 8620—83486610 %
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[FTesums . . =)
ESHhRH
IEEBESLR FE.
HaEn

D MGOCA_TrustAUTH RS _ROOT. cer S5 (R ..

FEr—f®|F—%m> [ mE |

AN, Base64 Zifdig 5, M FRITIH, 7 LLHE 2304 N A& U
————— BEGIN CERTIFICATE-————FF3k, ————FEND CERTIFICATE——%45&. LLFFE
77 20 CA E e e 1l Base64 Fhdig 2o

6nowDQYJKoZIhvcecNAQELBQAWY JELMAKGALUE
BhMCQ04xMjAWBgNVBACOMKUAVQUOHIERPTkcgQUOVSVELGSUNBVEUgQVVUSES33VRZ
IENPLixMVEQuUMREwWHQYDVQODDBZHRENBIFRydXNOQVVUSCBSNSBSTOSUMEB4XDTEQ
MTEyNjAIMTMxNVoXDTQWMTIzMTEINTk10OVowY jELMAKGAIUEBhMCQO4xMjAwWBgNV
BAOMEKUAVQUSHIERPTkcgQOVSVEIGSUNBVEUgQVVUSESSSVREZIENPLI xMVEQuUME 8w
HQYDVQQDDBZHRENBIFRydXNOQVVUSCBSNSBSTO9UMIICIJANBgkghkiGO9wOBAQEF
BAOCAGB8AMIICCGKCAGEAZ aMWEMhOdHeb 7 zMNOWZ+VEy1YI92hhJCfVImPoiCTXJ]
DpeL3TQsAlFRWXNOWVSEYEFrs0ywoehGXTjGogqcuEVeoghWinI9tsJ1KCvLriXBj
TnnEtlu90l12x8kECK62p0gPseQrsXzr]j/e+APKOOmxgriCZ7VgKChh/ rNYmDf1+u
KU49tm7srsHwJISuu4/Ts765/94Y9%cnrrpftiTgfr1YwiOXnhLQiPzLyRuEH3FME]
gcOtmkVEs TLXLM3GKe JQEKScy4KOFxg2 fZ2fmi JqwTTQJI9CySWmYgsBebnh52nUpm
MUHfP/vFBuBbtn4aRjb3ZGM74zkYI+dndRTVdAVeSN72+ahsmUPIZ2JgaQxXABZG12
ZuGR224HWGGALr TuL4xwp9ETPLORSG62xDtwlmyS1wnNR30YwWPOTng/Wi64Ht 1oP
zgsMRE£1Pri9fcebNaBhlzpBdREMKSZ3KpIlhHtmVdiBnaM8Nvd /WHwlgmuLMc3Gk
L305gLdTMEZeS1SZD2fJpcijyIMGCTJIJOR38IC+x0o70e0gmu9lZ2JIQDSri3nDxGGeC
jGHeuLzRL5z7DY9Ar7TRt2ueQi3VEij4oR24gqoAATILnsn8 JuLwwoC8N9VKe jveSswoA
HOBUlwbgsQfZxw3cZX08bV1IX5021jelAUS8VSE6Bx9hoh49pwBiFYFIeFd3mggnkC
AWEARaNCMEAWHQYDVROOBBYEFOLJQJ9NzuiaoXzPD] 91xSmTahl RMASGA1UdEWEB
JwQFMAMBAf8wDgYDVROPAQH,/BAQDAGGGMAOGCSgGSIb3DQEBCWUAAL ICAQDRSVEg
pP8xoWLoBDysZzY2wYUWsEel jUGn4H3++Fo/ 9nesLgjJHdtInJ029fDMy 1 yrHBY Zm
DRAOFBUb1OVIHSr2XpdptxolpAqzkT9EfNgyL7FeoPueBihhX0YVOGkLHEVSTX4 /5
COmSAI31R9Kr09h7eGZONN356ZLpBN798WP8bEsUcZNnLOdKt /n/HipzcEYwvlry
L3ml4YOM2 fmyYzeMN2WFcGpcWwlyual jPLHd+PwyvzeGoLuOmCd+uh8W4XARSgPT
JWIyJyYYMoSf/wA6ETgaTfRPUBRwIrHKKSDOKcFwIC+df/KQHtZa37dG/0aG+svyg
THZ6ugbL9XzeYgWxi+7egmaKTjowHz+RAy60nugxel 9CxVsp3cbKldaFQqUEBDF8Io
2c9511vIY9RCPgAzekYuSwogRlR+ak8x8YF+QnQ42XMn7s%8ul 7XpTrXmKGc BBV
09tL7ECQ851uvoJiDnxXk71Gnbec2dg7sgb+W203FYr£3RRbxakeS5TEW/TRQ11braQ
XR4Ezzf fHghmsYzmIGrv/EhOdJhCrylvImrH+33RZJE1izIYAfmaDDELOVTSSwRrq
T8p+ckOLcIymSLumoRTZ+1hEmRSugguTaaApJUglyyvdinYHFngVV3EL7PVHhPOe

i 3QWwH3b08hpcvig==
————END CERTIFICATE-———

otk UM R RS 448 SRRMGKIESE 23 B 0% 510
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2.FNRIEB M CAEBBIRFFIES

MR 1.3 IR GDCA IR [R1 45 1 1) IR 55 4R UE I testweb. 95105813, cn %
e h Base64 il o SR J5# F SCAS G 4R 45 41 T RS B IR S5 4 E L CA IE AR UE
K CAIE 5 A AIE 35 & I N B8 00 Ik 55 25 UE SO B, K SR AR A
testweb. 95105813. cn. crto XA BAEBHIIRAFIBF /2 R55 ik 15-CA EH-1]
EF5:
fil:  testweb.95105813. cn. crt

[5 testweb. 95105813, cn. crtml B GOICA_TrustAUTH R4 Extended Validatioen SSL_CA. cep-il & s0CA_TrustAUTH ES_E

ZE8  NTguMy5iboIUdEVzdHA1Y§ TulTUxMDU4MTMuY 2 4wDQY JEoZ ThveNAQELRQADgGER
25 A2HoyjJizxZeB8TomFRgdBZEC+5inuedlBWeSc3gqojEWNVEZ4x0e53EagSibse cmx
20 kEIghECIWEOxZbZ 5bxbeY sK2uWBow¥BSFLHN/pPl5Y SEddpuptinSbosKgCEVE DV
31 eeEFR4htSIpBNgRRoMheHy Vo IO/ kivmg3Y¥SaMk4 tWE ] spbUU34ASTAy JELIBU/VEG
3Z TLIoFEJz0rESyh4X35ZCeysihZ kX6 FvxDEiNT J+HEE ] J1WRI3750x3 jhLi+nUy/F
33 #B3TUSgTSueril45c2 yPEOFOWhIE1 sNNRZ S z03dVesnsGCeMebwnIyAT+0
34 OvjkytkubBgUOltMITO+ATI=

e % BT

38 MITF3TCCASWMgAwIBRAgIINY+Chl=mlbEwWDQYJEocZIhveNAQELBQAWY JEILMARCAITE
2% BhMCOQO4xMijAwBgNVELoMEUdVQUSHIEREPTkegQOVSVELGSUNBVEUgLVVUSESSSVEEZ
40 IENPLixMVEQUMREwHOYDVOODDEZHRENB I FRydENOQVVUSCBSNSESTO SUMB4AXDTED
41 MIEyNjASHDUyNVoEDTMwMIIzMDEZMDAWMFoweDELMAKGAIUEERRMOQ0 4xM] AwB gV
4z BRoMFUdVQUSHIERFTkegROVSVELESUNBVEUgRVVUSESSSVEZIENELL xMVEQuMTUw
43 MwYDVQODDCxHRENBIFRydHENOQWUUSCEBSHCBFeHR1EmR 1 ZCBHYWHp ZGF0aW9uIFNT
44  TCRDQICCRSIwDRYJEoZIhvcNAQERBQADggEPRADCCAQoCggERAMcRl HvmgrZibiKZD
45 adebkeXy0rulorQZxT 7ICY S¥ g7 kDWW 4nPdiTEE Lk / xk IJJuwienz JO0merCu=zrl5
E1 J17Lviw0IWerDBSSOKJReVoPSZkkVHLigDTnemp JUZ ZEv]oegE /N SmaYchbOscH
47  TROSYt58gASgsMpDg3fs/RAzYEAVWHBMWEh4x] BOKmEUp ¥ w3N{AtEznScaukSmgi
43 NzMMyul3iDgBEToclgsoFd5aubBEnbak]l BavgkdosS jgiwiQiwemlchbGgfUSQEAY /+ \IE :FE‘[
45 o/wopiGvmeltp7b7bg¥UaxISHImr fhBSScNE+cEFBS L EWTE/ O PpHBd4 1 RHHWTLEE Ca 1
50 Z91ieC4ECAWERR=OCRAH BwggF THIGFEggrEBgE UHMREG
51 HNmhOdHRGLyI3d3cuZiRJYS5]bZ0uYZ4vieVyadUSHRENBEIRydXNOQVVUSEISHVIS
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fi. RERGSFHET

FTHF apache %H H3 N conf HH ) httpd. conf S0, #FHE

#LoadModule ahssl module modules/mod_ssl. so

#LoadModule socache shmcb module modules/mod socache shmeb. so

#Include conf/extra/httpd-ssl. conf

HERAT B O B ATER AT S “47

RAFIRH .

T apache %35 H % T conf/extra HaxHH) httpd ssl. conf XM, Zwis
Apache24\conf\extra\ H % N B httpd-ssl.conf 1, ¥ ” ServerName
www. example. com:443” MURERIFEHLIRA: U

# General setup for the wirtual host
DncumentRBoot TAasrflacal fanache2d htdncs
Gerverllane testweh.EIElDSBlS.cm:ﬂ-’-lS

e e it ronderenples oo
ErrorLog "/usrslocal/fapachezdslogsferror_log™
TransferLog "susr/localfapachezd/logssaccess_log”

L PYTTEE N

¥ SSLCertificateFile FI SSLCertificateKeyFile X MHECE N,
testweb. 95105813. cn. crt  f1  tetweb. 95105813.cn. key 7 % % H F T
(/usr/local/apache24/conf) :

e e Rtk e GO TRl bl ek e ThA R edm A0 Rl
ciphers, eto.)

Jome ECC cipher suites (http://uww.ietf.org/ric/rfcdd9Z. txt)
require an ECC certificate which can also be configured in

# parallel.
"l 35LCertificateFile ”fusrflucalfapache24fconfptestweh.95105813.cn.crt”
"| #353LCertificateFile "/jusr/local fapachezd/conf/server-dsa. crt’
#55LCertificateFile "/usrslocal fapachezZd/conf/server-ecc. crt”

C
c

W W 2

Server Priwvate EKey:

If the key iz not cowmbined with the certificate, use this

directiwve to point at the key file. Keep in mind that if

you'we both a R34 and a D34 private key you can configure

both in parallel (to also allow the use of D34 ciphers, eto.)

# ECC keys, when in use, can also be configqured in parallel
GaLCertificatekeyFile ”fusrflucalfapache24fcunfftestweh.BSDlSBlS.CE.key”
#a3LCertificatekeyFile "/usr/local /apacheZd/cont/server-dza.key™
#hhLCertificatekeyFile "fusrflocalsapachedd/confiserver-eco.key™

W W W W Wk

L T T T R B 7Y

RAFIB Y, FFE )T Apache, it https Jz0uy Ml ARG &, W0 SuE 1

Hotk: UM RS 448 S K E A 23 B H4g: 51003
Hi%: 8620—83487228  fLE.: 8620—83486610 /UK
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223 e B

N~ BRI E

TERS FE RS SE T ) 2 S E 5, 555 L E &I SR IR 2iE 15, i
G UE A5 18 20 10 A -

1. ZAnRSaHES

B AR5 S AL SCAE testweb. 95105813. cn. key, AR 4% 223iF 15 30 44
testweb. 95105813. cn. crt, HIA] 52 AR S5 S83E P ) 2 1

2. EREBIEH
BIHTE “ T IR SAER” WA SE R A
. IERERAE

VS BOAE S A B 2 2 FLSA UE B A5 S04, i EE 2R GDCA (3% AR A
28 95105813) JpPRIRANIIML S, HOFAE KRS 2L T

Hohib: JUINT RN % 448 SR K E S 23 7% Hi8E: 51
Hif: 8620—83487228 1L H. 8620—83486610 %%




